











FortiSandbox™
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Dashboard widgets — real-time threat status

File Analysis Tools

Reports with captured packets, original file, tracer log and
screenshot provide rich threat intelligence and actionable
insight after files are examined. This is to speed up
remediation and updated protection.

Remediation

Fortinet’s ability to uniquely integrate various products with FortiSandbox
offers automatic protection with incredibly simple setup. Once a malicious
code is determined, the analyzer will develop and forward the dynamically
generated signature to all registered devices and clients. These devices

then examine subsequent files against the latest DB.
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FortiSandbox™

SPECIFICATIONS

FSA-1000D FSA-3000E FSA-3500D
Hardware
Form Factor 2RU 2RU 3 RU (with default 5 nodes, up to 8 maximium)
Total Network Interfaces 6x GE RJ45 ports, 4x GE RJ45 ports, 20x GE RJ45 ports,

2x GE SFP slots 2x 10 GE SFP+ slots 10x 10 GE SFP+ slots

(4x GE RJ45 ports, 2x 10 GE SFP+ slots per node)

Storage Capacity 47TB (max. 8 TB) 8 TB HDD (max. 24 TB) 10 TB (2 TB per node) HDD
Power Supplies 2x Redundant PSU 2x Redundant PSU 2x Redundant PSU
System
VM Sandboxing (Files/Hour) 160 1,120 720" (Upgradable™ 10 1,200) (160 per node)
AV Scanning (Files/Hour) 6,000 15,000 30,000" (Upgradable™ to 48,000) (6,000 per node)
Number of VMs 8 56 36" (Upgradable™ to 60) (8 per node)
Dimensions
Height x Width x Length (inches) 35x17.2x14.5 35x17.2x256.5 52x17.5%x29.5
Height x Width x Length (mm) 89 x 437 x 368 89 x 437 x 647 133 x 445 x 749

Weight 27.60Ibs (12.52 kg) 431bs (19.52 k) 88 Ibs (39.92 k)
Environment

Power Consumption (Average / Maximum) 115/138W 538.6/549.6 W 625/7356W
Maximum Current 100V/5A, 240V/3A 100-240V / 9.8-5A 12A@100V, 8A@240V
Heat Dissipation 471 BTUM 1,943.82 BTUM 2,728.9 BTUM

Power Source

100-240V AC, 60-50 Hz

100-240V AC, 60-50 Hz

100-240V AC, 60-50 Hz

Humidity

5-95% non-condensing

8-90% (non-condensing)

8-90% (non-condensing)

Operation Temperature Range

32-104°F (0-40°C)

50-95°F (10-35°C

50-95°F (10 35°C)

Storage Temperature Range

Compliance
Certifications

-13-158°F (-25-70°C)

-40 -158°F (-40-70°C

FCC Part 15 Class A, C-Tick, VCCI, CE, BSMI, KC, UL/cUL, CB, GOST

-40 -158°F (-40-70°C)

*Based on the assumption that 1 blade will be used as master in HA-cluster mode

** By adding 3 more SAM-3500D nodes to the same chassis.

*** 8 Windows VM licenses included with hardware, remaining 48 sold as an upgrade license.
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FortiSandbox 3500D

FortiSandbox 1000D

FortiSandbox 3000E

FORTISANDBOX-VM FORTISANDBOX CLOUD

Hardware Requirements

Hypervisor Support VMware ESXi version 5.7 or later, Citrix XenServer 6.2 or later, Linux KYM CentOS 7.2 or later NA
Virtual CPUs (Minimum / Maximum) 4/ Unlimited NA
(Fortinet recommends that the number of vCPUs match the number of Windows VM +4.)

Memory Support (Minimum / Maximum) 8 GB / Unlimited NA
Virtual Storage (Minimum / Maximum) 30GB/16TB NA
Total Virtual Network Interfaces (Minimum) 6 NA
System

VM Sandboxing (Files/Hour) Hardware dependent -
AV Scanning (Files/Hour) Hardware dependent -

Number of VMs 4 to 54 (Upgrade via appropriate licenses) -

www.fortinet.com




FortiSandbox™

INTEGRATION MATRIX

FORTIGATE FORTICLIENT FORTIMAIL FORTIWEB
FSA Appliance and VM File Submission “FortiOS V5.0.4+ FortiClient for Windows OS V5.4+ FortiMail OS 5.1+ FortiwWeb OS V5.4+
File Status Feedback “FortiOS V5.0.4+ FortiClient for Windows OS V5.4+ FortiMail OS V5.1+ FortiWeb OS V5.4+
File Detailed Report “FortiOS V5.4+ FortiClient for Windows 0S V5.4+ FortiMail OS 5.1+ -
Dynamic Threat DB Update “FortiOS V5.4+ FortiClient for Windows OS V5.4+ FortiMail OS V5.3+ FortiWeb OS V5.4+
FortiSandbox Cloud File Submission “Forti0S V5.2.3+ - FortiMail OS 5.3+ Fortiweb 0S 5.5.3+
File Status Feedback “FortiOS V6.2.3+ - FortiMail OS 5.3+ Fortiweb 0S 5.5.3+
File Detailed Report “FortiOS V5.2.3+ - - -
Dynamic Threat DB Update “FortiOS V5.4+ - FortiMail OS V5.3+ Fortiweb 0S 5.5.3+
*some models may require CLI configuration
ORDER INFORMATION
Product SKU Description
FortiSandbox 1000D FSA-1000D Advanced Threat Protection System — 6x GE RJ45, 2x GE SFP slots, redundant PSU, 8 Windows licenses and
1 Microsoft Office license included.
FortiSandbox 3000E FSA-3000E Advanced Threat Protection System — 4x GE RJ45, 2x 10 GE SFP+ slots, redundant PSU, 8 VMs with WinXP, Win7, Win8.1,
Win10 and 1 Microsoft Office license included.
FortiSandbox 3500D FSA-3500D Advanced Threat Protection Systemn — 3U 8-slot chassis with redundant PSU, 5x SAM-3500D nodes with 20x GE RJ45,
5x 10 GE SFP+ slots, 36 VMs with WinXP, Win7, Win8, Win10 and 5 Microsoft Office licenses included.
SandboxModule 3500D SAM-3500D Advanced Threat Protection Node — 4x GE RJ45, 2x 10 GE SFP+ slots, 8 VMs with WinXP, Win7, Win8, Win10 and
1 Microsoft Office licenses included.
FortiSandbox-VM FSA-VM-BASE Base license for stackable FortiSandbox-VM. 4 Windows licenses and 1 Microsoft Office license included. FSA-VM maximum

expansion limited to 54 total VMs.

FortiSandbox Cloud Service

FC-10-00XXX-123-02-12

FortiSandbox Cloud Service Subscription (SKU varied by FortiGate models).

Optional Accessories
1 GE SFP SX Transceiver Module FG-TRAN-SX 1 GE SFP SX transceiver module for all systems with SFP and SFP/SFP+ slots.
1 GE SFP LX Transceiver Module FG-TRAN-LX 1 GE SFP LX transceiver module for all systems with SFP and SFP/SFP+ slots.

10 GE SFP+ Transceiver Module, Short Range

FG-TRAN-SFP+SR

10 GE SFP+ transceiver module, short range for all systems with SFP+ and SFP/SFP+ slots.

10 GE SFP+ Transceiver Module, Long Range

FG-TRAN-SFP+LR

10 GE SFP+ transceiver module, long range for all systems with SFP+ and SFP/SFP+ slots,
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